
FormalVerificationof a BasicCircuitsLibrary

ChristophBerg, ChristianJacobi,DanielKroening
�

SaarlandUniversity, ComputerScienceDepartment
66123Saarbr̈ucken,Germany�

cb,cj,kroening � @wjpserver.cs.u ni-sb .de
Tel +49-681-302-4490,Fax -4290

Keywords:Architectures,BasicCircuits,FormalVerification,TheoremProving

December20,2000

Abstract

We describethe resultsandstatusof a project aiming to
providea provablycorrectlibrary of basiccircuits.We use
thetheoremproving systemPVSin orderto provecircuits
suchasincrementers,adders,arithmeticunits,multipliers,
leadingzerocounters,shifters,anddecoders.All specifica-
tionsandproofsareavailableon theweb.

1 Intr oduction

In largehardwaredesignprojects,standardhardwarecom-
ponentslike addersandshiftersare frequentlyused. The
correctnessof thewholedesigndependson thecorrectness
of thesestandardcomponents,and the correctnessof the
gluebetweenthem.

At theUniversityof Saarbr̈ucken,wearecurrentlywork-
ing on the verification of a pipelined,out-of-orderRISC
processorbasedon the DLX architecture[1], featuringa
dualprecisionfloatingpoint unit (FPU) [2]. In this paper,
we describethe formal verification of standardhardware
componentsthatareusedin thisproject.Theverifiedcom-
ponentsare adders,arithmeticunits, multipliers, shifters,
decoders,half decoders,leadingzerocounters,andparal-
lel prefix computations.The designsand the proof ideas
aretakenfrom [3]. Thedesignsareof arbitrarybit-width,
i.e., theuserof thelibrary caninstantiatethecircuitsto any
numberof bits. Theverificationis doneongatelevel.

We usethe theoremproving systemPVS [4, 5] asver-
ification tool. The useof theoremproving is motivated
as follows: in order to prove the correctnessof a sys-
temaslargeasa completemicroprocessor, we needa for-�

supportedby the DFG graduateprogram ’Leistungsgarantienfür
Rechnersysteme’

mal,mathematicalspecificationof functionalcomponents.
Fromthese,onesuccessively deriveslargercircuitsthatare
correctwith respectto a formal specification.In the end,
thecorrectnessof thecompletemicroprocessoris achieved.

It is impracticalto useequivalencechecking,sincethis
yields no mathematicalspecificationof the component
(which is neededwhen using the module in a larger de-
sign)– unlessthereferencedesignhadsuchaformally ver-
ified mathematicalspecification. Unfortunately, we were
unableto locatesuchspecificationsin publishedliterature.
In this sense,we offer formally verified referencedesigns
for themostcommonlyusedhardwarecomponents,which
canserveto otherresearchersin thefield of hardwareveri-
fication.

Anotherdrawbackof equivalencecheckingin compari-
sonwith theoremproving is thatonecannotverify compo-
nentswith variablesize. However, in contrastto equiva-
lencechecking,theoremproving usuallyrequiresaconsid-
erableamountof userinteraction.Of course,this wasalso
thecasein our work.

Project status The verification of the most common
hardware componentsas listed above is completed,new
componentsareaddedasrequiredby theDLX project.The
verificationof theout-of-orderintegercoreof theprocessor
employing a Tomasuloscheduler[6], aswell astheverifi-
cationof theFPUis nearlyfinished.In orderto obtainsyn-
thesizablehardware,we aim towardsa tool thatwill trans-
late our hardware specificationsfrom the PVS language
into VerilogHDL.

Relatedwork Thereis a vastamountof literatureon the
formal verificationof hardware.Theverificationof a sim-
ple adderandanALU usingPVSis reportedin [7]. In our
verificationproject,we usethelemmasin thePVSbitvec-
tor library [8], which includesa carry chain adder. The



component inputwidth cost delay

multiplexer � � �
or tree � � ���
	��
zerotester � � ���
	��
equalitytester � � ���
	��
halfadder � � �
fulladder � � �
carrychainincrementer � � �
incrementer(generic) � � �
absolutevalue � � �
carrychainadder � � �
carrysaveadder � � �
compoundadder � � ���
	��
genericparallelprefix ����
� � ���
	��
carrylookaheadadder ����
� � ���
	��
adder(generic) � � �
arithmeticunit � � �
wallacetree ����
� ��� ���
	��
WT multiplier ���� � � � ���
	��
decoder � �
� ���
	��
half decoder � �
� �
leadingzerocounter ����
� � ���
	��
barrelshifter ����
� �����
	�� ���
	��
logic left shifter � �����
	�� ���
	��
logic right shifter � �����
	�� ���
	��

Table 1: The componentscontainedin the library in in-
creasingcomplexity

verificationof an adderusingvariousverificationsystems
is describedin [9]. In [10], Bryantverifiesfixedsizearith-
meticcircuitsagainsta mathematicalspecification.

Givenareferencedesignandassumingits correctness,it
is state-of-the-artto automaticallyverify equivalencewith
a new design. Thereareseveral approachesto this, e.g.,
booleanequivalencecheckers using BDDs or variations
[11–13]. In [14], Clarke et.al.usefunctionabstractionand
BDDs for equivalencechecking. In [15], Stanionproves
theequivalenceof two fixedbit width multipliers.

2 The Library

Ourcircuit library consistsof variouscomponentsaslisted
in table1. Somecircuitsarelimited to sizesthatarepowers
of two. Costanddelayaregivenasasymptoticmeasures,
i.e. � means������� .

Trivial constructionsaremultiplexer, or tree,zerotester
and equality tester. Incrementersand various adders
are built from simple half and fulladders. The circuits
marked “(generic)” above arewrappersto hide the actual
adder/incrementerimplementation.By changingthewrap-

per’s implementationtheusercanchooseamongthediffer-
entadderimplementations.Thegenericparallelprefix can
beinstantiatedby any associativefunction;weuseit for the
carrylookaheadadder.

The‘wallacetree’ is awallacetreemultiplier withoutthe
final adderstage;makingit availableseparatelyallows for
insertinga pipelinestagein a processordesign. Decoder
andhalf decoderconvertbinarynumbersto unarynotation.
A barrel shifter shifts its input cyclically to the left; the
logical shiftervariantspadwith zeros.

All circuits comewith a correctnessstatementand the
correspondingPVS proof. Circuit specifications,imple-
mentationsand proofs are available at our web site1 and
maybeusedby otherresearchersin their projects.

As we aim to build hardware, all specificationsusea
‘synthesizable’subsetof the PVS language. The circuit
library describedin this paperprovidesthe basicbuilding
blocks for our DLX processor. We currently develop a
translationtool that will convert our PVS sourcesto Ver-
ilog HDL. Whenthis tool is finished,we will have a run-
ning processorthat is fully verifiedon thegatelevel. The
Verilogfileswill alsobeavailableon theweb.

3 Cir cuit Verification

Exemplarily, we demonstratethecorrectnessproof for the
leadingzerocounterin thissection.A leadingzerocounter
is a circuit thatoutputsthenumberof successive zerobits
at the left (most significant) side of its input; it is used
by floatingpoint roundingunits for instance.The formal-
ization of other circuits and their correctnesscriteria are
statedin asimilarway, themethodsusedin theleadingzero
counterexampleapplyfor theothercircuitsaswell. Except
for oneexample,thedefinitionsandtheoremsarenotgiven
in the PVS languagein this paperbut in the mathemati-
cal notationfor readability. Thesenotationscanbe easily
translatedto PVS(or othertheoremprovers,aswebelieve).

3.1 Formal Specificationof Functionality

Notations used A bitvector � of length � is indexed by��� � � with � ranging from �"!#� to $ . For �&%(' , ��� �*)+'
�
denotesthebit vectorconsistingof bits � to ' of � ; , is the
concatenationoperator. -�. with -&/10�2�)4365 denotesthebit- repeated� times.Thenaturalnumberrepresentedby � is
denotedby 7 �98;:<��= �.?>�@ �A.CBD��� �E� .

1http://www-wjp.cs.uni-sb.de/projects/verificati on/



Formal definition In order to prove a leading zero
counterF implementationcorrect,we needa formal notion
of ‘leading zeros’. We definea function GEHJILK�M on bitvec-
torsof length � :

G�HNILK�MO�E�9�P�QSR�T 04��/VUXWD�Y��$[Z\�]��^_�S`V�A� �V!a�J)b�V!c� �d�e26. �f5
Since PVS provides a finite sets library featuring the

maximumfunction,the G�HNI4K�M function is easilydefinedin
thePVSlanguage:

lzero(b):nat = max({ i:nat | i=0 OR
(i<=n AND bˆ(n-1, n-i) = fill[i](FALSE)) })

We startwith somelemmason the G�HNI4K�M function. All
theselemmasarefairly obvious,but their proofsaretech-
nically complicatedin PVS.Weomit theproofsdueto lack
of space.

Lemma 1 GEHJILK�M essentiallydependson thepositionof the
first 3 -bit:2

1. GEHJILK�MO�E�9�P�g$ihj�[�X3�,;�A� �V!1�k)l$A�
2. For all �i^a��^_�m!&�n:

G�HNILK�MO�E�9�P�g��hj�[�e2 . ,o3i,;��� �V!\��!&�O)l$A�
3. GEHJILK�MO�E�9�P�p�q!a�[hj�[�e26�sr�tu,v3
4. GEHJILK�MO�E�9�P�p�Vhw�;�e2x�

Lemma 2 GEHJILK�M is boundedby � :

G�HNILKDMO� �9�y^"�
Lemma 3 Leadingzero concatenation:For all Gu/zUy)*G{%� , it holds

G�HNILKDMO� 2k|k,;�9�P��G6}~GEHJILK�MO�E���
Lemma 4 An inverter can be usedto incrementa bitvec-
tor’svalue:

7E��� �V!a���s, ��� �m!_�9�s,;�A� �V!1�k)l$A��8P���A�sr�tu}g7 �98
3.2 Cir cuit Implementation

Our circuit is definedrecursively on bitvectorsof length���j�A� as depictedin figure 1. Of course,one cannot
2Thecasesplit is necessaryto avoid bitvectorsof zerolength.
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Figure1: leadingzerocounter

provethecorrectnessof apicture.Wethereforehaveto for-
malizetheimplementationby meansof afunction GEH �+�n�dG .
For ���g$ , we simply set

GEH �+���xGb� �9��:�� ��� $��
For ���g$ , let �
� = G�H � ���xGl�E����� and �
�z��GEH �+�n�dGb� ���d� ,
where�����g��� �A�z!�
)*�
�vr�tb� and ���q����� �A�vr�td!�
)*$�� . We
set

G�H �+�n�dGb�E���P:<�
��� �� �
�Y� ��!_�9�s, �J��� ��!_�9�O,��
�Y� ��!&�O)*$��

if �
��� ��!a���2�,��J� otherwise

This definitionis easilytranslatedto a hardwarespecifica-
tion languagesuchasVerilogHDL.

3.3 Proof

Theimplementationis correctif ourimplementationcounts
thenumberof leadingzerosfor all inputs:

Theorem1 For all ��/qUy)*��/c0D2�)�3x5L�*�p:
7�GEH �+�n�dGb� �9�b8u��G�HNI4K�MO� �9�

Proof As therecursiveconstructionsuggests,theproof is
by inductionon � . The inductionbase����$k)l�"���A@ is
easilyprovenusinglemmas1.4 and2. The inductionstep
first doesacasesplit onbit �
�n� ��!m��� . Whenset,it follows
that � �vr�t ^�7EG�H �+���xGb� ���v�l8��
Theinductionhypothesisandlemma2 yield

� �vr�t ^_G�HNI4K�MO� ���v�;^�� �vr�t )
which impliesequality. Lemma1.4leadsto

�9�e�g2 � �u�N� �
By lemma3, andtheinductionhypothesiswe have

G�HNI4K�MO� �9��� GEHJILK�MO�E2 � �u�N� ,;� � �� � �or�t }~GEHJILK�MO�E�9�C�� � �or�t }g7EG�H � ���xGl�E���C�b89�



With lemma4, theoutput � of themultiplexersatisfies

G�HNI4K�MO� �9�P�g� �or�t }g7EG�H � ���xGl�E���C�b8�� 7��O89�
Theothercaseis handledanalogous.

4 Conclusion

We implementeda library of basic circuits requiredfor
microprocessordesignandverified the gatelevel correct-
nesswith respectto a mathematicalspecificationusinga
theoremproving system. The circuits aredesignedto be
reusableand are available at our web site. We therefore
encouragedesignersto incorporateour library in larger
projects,aswe do in theDLX verificationproject.

The verificationof suchcircuits usingtheoremproving
systemsinvolvedmoremanualwork thanrequiredby using
equivalencecheckinginstead.However, we think that this
extra effort paysoff sincewe canprovide genericcircuits
andproceedusinga mathematicalspecification.Thus,we
reacha high level of abstractionhiding thegatelevel. This
abstractionlevel enablesusto provethecorrectnessof suc-
cessively largercircuits,upto completefloatingpointunits
andprocessors.
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