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Abstract

We describethe resultsand statusof a projectaiming to

provide a provably correctlibrary of basiccircuits. We use
thetheoremproving systemPVSin orderto prove circuits
suchasincrementersaddersarithmeticunits, multipliers,

leadingzerocountersshifters,anddecodersAll specifica-
tionsandproofsareavailableontheweh

1 Intr oduction

In large hardwaredesignprojects standarchardwarecom-
ponentslike addersand shiftersare frequentlyused. The
correctnessf thewholedesigndepend®nthecorrectness
of thesestandardcomponentsand the correctnes®f the
gluebetweerthem.

At theUniversityof Saarbticken,we arecurrentlywork-
ing on the verification of a pipelined, out-of-orderRISC
processobasedon the DLX architecture[1], featuringa
dual precisionfloating point unit (FPU) [2]. In this paper
we describethe formal verification of standarchardware
componentshatareusedin this project. Theverifiedcom-
ponentsare adders,arithmeticunits, multipliers, shifters,
decodershalf decoders|eadingzerocountersand paral-
lel prefix computations.The designsand the proof ideas
aretakenfrom [3]. The designsareof arbitrarybit-width,
i.e.,theuserof thelibrary caninstantiatethe circuitsto any
numberof bits. The verificationis doneon gatelevel.

We usethe theoremproving systemPVS [4, 5] asver
ification tool. The use of theoremproving is motivated
as follows: in orderto prove the correctnesof a sys-
temaslarge asa completemicroprocessqmwe needa for-

*supportedby the DFG graduateprogram’Leistungsgarantierfur
Rechnersysteme’

mal, mathematicaspecificatiorof functionalcomponents.
Fromthesepnesuccessiely deriveslargercircuitsthatare
correctwith respecto a formal specification.In the end,
thecorrectnessf thecompletemicroprocessois achiesed.

It is impracticalto useequivalencechecking,sincethis
yields no mathematicalspecificationof the component
(which is neededwhen using the modulein a larger de-
sign)—unlesghereferencalesignhadsuchaformally ver
ified mathematicakpecification. Unfortunately we were
unableto locatesuchspecificationsn publishediterature.
In this sensewe offer formally verified referencedesigns
for the mostcommonlyusedhardwarecomponentswhich
canseneto otherresearchers thefield of hardwareveri-
fication.

Anotherdravbackof equivalencecheckingin compari-
sonwith theoremproving is thatonecannotverify compo-
nentswith variablesize. However, in contrastto equia-
lencechecking theoremproving usuallyrequiresa consid-
erableamountof userinteraction.Of course this wasalso
the casein ourwork.

Project status The verification of the most common
hardware componentsas listed above is completed,nen
componentsreaddedasrequiredoy theDLX project. The
verificationof theout-of-orderintegercoreof the processor
employing a Tomasuloschedulef6], aswell asthe verifi-
cationof theFPUis nearlyfinished.In orderto obtainsyn-
thesizablehardware,we aim towardsa tool thatwill trans-
late our hardware specificationsfrom the PVS language
into VerilogHDL.

Relatedwork Thereis a vastamountof literatureon the
formal verificationof hardware. The verificationof a sim-
ple adderandan ALU usingPVSis reportedn [7]. In our
verificationproject,we usethelemmasin the PVSbitvec-
tor library [8], which includesa carry chainadder The



component | inputwidth [ cost | delay |
multiplexer n n 1
ortree n n logn
zerotester n n logn
equalitytester n n logn
halfadder 1 1 1
fulladder 1 1 1
carrychainincrementer n n n
incrementefgeneric) n n n
absolutevalue n n n
carrychainadder n n n
carrysave adder n n 1
compoundadder n n logn
genericparallelprefix n=2m n logn
carrylookaheaddder n=2m n logn
adder(generic) n n n
arithmeticunit n n n
wallacetree n=2m n? logn
WT multiplier n=2m n? logn
decoder n 2" logn
half decoder n 2n n
leadingzerocounter n=2m n logn
barrelshifter n=2m nlogn | logn
logic left shifter n nlogn | logn
logic right shifter n nlogn | logn

Table 1: The componentscontainedin the library in in-
creasingcompleity

verificationof anadderusingvariousverificationsystems
is describedn [9]. In [10], Bryantverifiesfixedsizearith-
meticcircuitsagainsia mathematicaspecification.

Givenareferencalesignandassumingts correctnesst
is state-of-the-arto automaticallyverify equivalencewith
a new design. Thereare several approacheso this, e.g.,
booleanequivalencecheclers using BDDs or variations
[11-13]. In [14], Clarke et.al.usefunctionabstractiorand
BDDs for equivalencechecking. In [15], Stanionproves
the equivalenceof two fixedbit width multipliers.

2 The Library

Ourcircuit library consistof variouscomponentsslisted
in tablel. Somecircuitsarelimited to sizesthatarepowers
of two. Costanddelayaregivenasasymptoticmeasures,
i.e.n mean(n).

Trivial constructionsare multiplexer, or tree,zerotester
and equality tester Incrementersand various adders
are built from simple half and fulladders. The circuits
marked “(generic)” above are wrappersto hide the actual
adder/incrementémplementationBy changinghewrap-

per'simplementatiortheusercanchooseamongthediffer-
entadderimplementationsThe genericparallelprefix can
beinstantiatedy any associatie function;we useit for the
carrylookaheachdder

The'wallacetree’is awallacetreemultiplier withoutthe
final adderstage;makingit availableseparatehallows for
insertinga pipeline stagein a processodesign. Decoder
andhalf decoderconvertbinarynumberdo unarynotation.
A barrel shifter shifts its input cyclically to the left; the
logical shiftervariantspadwith zeros.

All circuits comewith a correctnesstatementand the
correspondingPV'S proof. Circuit specificationsjmple-
mentationsand proofs are available at our web site' and
may be usedby otherresearchers their projects.

As we aim to build hardware, all specificationsusea
‘synthesizable’subsetof the PVS language. The circuit
library describedn this paperprovidesthe basicbuilding
blocks for our DLX processar We currently develop a
translationtool thatwill corvert our PVS sourceso Ver
ilog HDL. Whenthis tool is finished,we will have a run-
ning processothatis fully verified on the gatelevel. The
Verilog files will alsobeavailableontheweh

3 Circuit Verification

Exemplarily, we demonstrat¢he correctnesgroof for the
leadingzerocounterin this section.A leadingzerocounter
is a circuit that outputsthe numberof successie zerobits
at the left (most significant) side of its input; it is used
by floating point roundingunits for instance.The formal-
ization of other circuits and their correctnes<riteria are
statedn asimilarway, themethodsisedn theleadingzero
counterexampleapplyfor theothercircuitsaswell. Except
for oneexample thedefinitionsandtheoremsarenotgiven
in the PVS languagein this paperbut in the mathemati-
cal notationfor readability Thesenotationscanbe easily
translatedo PVS(or othertheorenprovers,aswe believe).

3.1 Formal Specificationof Functionality

Notations used A bitvectorb of lengthn is indexed by
b[é] with ¢ rangingfrom n — 1 to 0. Fori > j, b[i, j]
denoteghe bit vectorconsistingof bits i to j of b; o is the
concatenatiomperator x* with x € {0, 1} denoteghe bit
x repeated times. The naturalnumbenrepresentetly b is
denotedby (b) := >, 2% - b[i].

1http://www—wjp.cs.uni—sb.de/projects/verificati on/



Formal definition In order to prove a leading zero
counterimplementationcorrect,we needa formal notion
of ‘leading zeros’. We definea function zero on bitvec-
torsof lengthn:

lzero(b) =
max{i EN|i=0V (i <nAbn—1,n—1i=0°%}

Since PVS provides a finite setslibrary featuring the
maximumfunction, the lzero functionis easilydefinedin
thePVSlanguage:

Izero(b):nat = max({ icnat | =0 OR
(ik=n  AND b"(n-1, n-i) = fill[ij(FALSE)) b

We startwith somelemmason the lzero function. All
theselemmasarefairly obvious, but their proofsaretech-
nically complicatedn PVS.We omit theproofsdueto lack
of space.

Lemmal lzero essentiallydepend®nthe positionof the
first 1-bit:?

1. lzero(b) =0 < b=10b[n —2,0]
2. Forall1<i<n-2:

lzero(b) =i < b=0"010bn—i—2,0]

3. lzerob)=n—-1&b=0"1o1
4. lzero(b) =n < b= 0"

Lemma 2 lzerois boundecby n:

lzero(b) <n

Lemma 3 Leadingzeo concatenationfor all [ € N,I >
1,it holds

lzero(0' o b) = 1 + Izero(b)

Lemma4 An inverter can be usedto incrementa bitvec-
tor'svalue:

(bln — 1] o b[n — 1] o b[n — 2,0]) = 2"~ ! + (b)

3.2 Circuit Implementation

Our circuit is definedrecursvely on bitvectorsof length
n = 2™ asdepictedin figure 1. Of course,one cannot

2Thecasesplit is necessarjo avoid bitvectorsof zerolength.

m=0 m>0
b[0]

y[0]

Figurel: leadingzerocounter

provethecorrectnessf apicture. We thereforehaveto for-
malizetheimplementatiorby meansf afunctionlz_impl.
Form = 0, we simply set

lz_impl(b) := b[0]
Form > 0, letyy = lz_mpl(bgr) andyr, = lz_impl(br),
whereby = b[2™ —1,2™1] andbg, = b[2™ 1 —1,0]. We
set
yrlm — 1] oyr[m — 1] oyr[m — 2,0]
if yg[m — 1]
Qoyp otherwise

lz_impl(b) :=

This definitionis easilytranslatedo a hardwarespecifica-
tion languagesuchasVerilog HDL.

3.3 Proof

Theimplementatioris correctif ourimplementatiorcounts
thenumberof leadingzerosfor all inputs:

Theorem1 Forall m € N,b € {0,1}*" :
(lz_4mpl(b)) = lzero(b)

Proof Astherecursveconstructiorsuggestsheproofis
by inductiononm. Theinductionbasem = 0,n = 2° is
easilyprovenusinglemmasl.4 and2. Theinductionstep
firstdoesacasesplitonbit y i [m — 1]. Whenset,it follows
that

21 < (lzZimpl(bgr)).

Theinductionhypothesisandlemma2 yield
2m=1 < Jzero(bg) < 2™,
whichimpliesequality Lemmal.4leadsto
by = 0",
By lemma3, andtheinductionhypothesisve have

lzero(b) = lzero(OQm_1 obyr)
= 2™ L lzero(br)
2™~ 4 (12 impl(br)).



With lemmad, the outputy of the multiplexer satisfies

Izero(b) = 2™ + (lz_impl (b)) = (y).

Theothercaseis handledanalogous.

4 Conclusion

We implementeda library of basic circuits requiredfor

microprocessodesignand verified the gatelevel correct-
nesswith respectto a mathematicakpecificationusinga
theoremproving system. The circuits are designedo be
reusableand are available at our web site. We therefore
encouragedesignersto incorporateour library in larger
projects,aswe doin the DLX verificationproject.

The verificationof suchcircuits usingtheoremproving
systemsnvolvedmoremanualwork thanrequiredoy using
equialencecheckinginstead.However, we think thatthis
extra effort paysoff sincewe canprovide genericcircuits
andproceedusinga mathematicaspecification.Thus,we
reacha high level of abstractiorhiding the gatelevel. This
abstractiorevel enablesusto provethecorrectnessf suc-
cessvely largercircuits,up to completefloating pointunits
andprocessors.
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